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Abstract: This study explores the significant relationships between various aspects of electronic
blackmail and its impact onsuicide, specifically inIraq and the Arab world. Data presented in the
study's tables reveal that: (1) Electronicblackmail targeting females in Iraq is significantly related to
pressure from the blackmailer leading to the victim's suicide; (2) Electronic blackmail is one of the
motives for suicide, and suicide often results from the pressure exerted by the blackmailer; (3)
Excessive trustin online friends and weak family control contribute to blackmail, which can lead to
suicide; (4) The blackmailer's electronic pressure is closely related to the victim's suicide; (5) Easy
access to personal data is a key factor in blackmail, and electronic blackmail is a widespread
phenomenon in Iraq and the Arab world. Based on these findings, the study recommends: (1)
Strengthening family supervision; (2) Providing talk shows focused on blackmail; (3) Avoiding the
sharing of personal photos with unknown individuals on social media; (4) Offering continuous
information about cybercrimes and dealing with them transparently; (5) Implementing legislation
to combat cybercrime through digital media; and (6) Promoting social security awareness through
advertisements.
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1. Introduction

Importance of this study is evident from the results that we can reach, especially in light
of the authorities making great efforts in many societies to reduce these crimes, especially
in the phenomenon of electronic blackmail, which has caused many suicide cases around
the world, which prompted researchers to focus on Shedding light on extortion crimes
because of their practical importance as they affect many of the interests of society.
Research problem

The research problem can be evaluated through the following criteria(4):

1- What is the effect of electronic blackmail on increasing the rate of suicide cases?

2- What are the effects of electronic blackmail on suicide?

These questions represent the summary or essence of the problem that researchers are
trying to find answers to through research.

2. Materials and Methods

There are many scientific approaches, but according to the nature of our research, we have
used the descriptive approach that depends on a phenomenon linked to time, place, and
variables affecting the same phenomenon.

Research objective

The research aims to find features

Research hypothesis

The research aims to confirm the following hypotheses:
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HO :- There is no statistically significant relationship between electronic blackmail and
suicide.
H1: - There is a statistically significant relationship between electronic blackmail and
suicide.

Research sample

A random sample of teaching staff and students was chosen. The sample size is 100
observations. In the questionnaire, we relied on a form containing a set of questions based
on the requirements of the research we are conducting. These questions were presented
to the study sample to answer, and thus the information that was collected was collected.
It helps us find solutions to the research hypothesis through the information that has been
studied and analyzed.

Temporal and spatial limits of research
Academic year: 2022 — 2023

Research structure

We divided the research into an introduction and four sections:

In the first section, we discussed the definition of the research.

The second section took the title of the theoretical aspect.

The third section includes the practical aspect, which includes analyzing information
using the statistical program. spss

The fourth section includes the conclusions and recommendations on which the data
analysis is based in the third section (the practical aspect)

3. Results and Discussion

The second topic

the theoretical side

The research addresses:-

First: Types of electronic blackmail

Second: Elements of electronic blackmail

Third: Stages of electronic blackmail

Fourth: Forms of electronic blackmail

Fifth: Reasons for electronic blackmail

The concept of electronic blackmail:

“Electronic blackmail” is a term made up of two words, the first “blackmail” which means
((obtaining money or benefits from a person under the threat of exposing some of his
secrets or otherwise)) and the second word “electronic” meaning the act of blackmail
occurs using electronic means(1).

First: Types of electronic blackmail:

1-Electronic blackmail for financial purposes: This type of blackmail is one of the most
common types of electronic blackmail, as the perpetrator obtains material gains through
coercion and threats againstthe victim, forcing him to pay sums of money or pay items of
high financial value in exchange for not publishing pictures and data. Or the information
he has(2).

2-Electronic blackmail for information purposes: In this type, a person steals important
information or data through whatis called (hack), which is a person entering the database
and information of an institution, company, or organization and stealing this information,
changing the data, or even disrupting its network(6).

3-Electronic blackmail for internal psychological goals Computer crime perpetrators
usually commit their crimes as a result of their sense of self-power and the arrogance that
possesses them and makes them believe in their ability to break into electronic systems
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and networks and to prove their worth to others, so that this person is proud that he can
hack any computer or any system and no one can stand up to him(3).

4-FElectronic blackmail for immoral goals: In this type of electronic blackmail, the
perpetrator asks the blackmailer to do immoral things. This type is also one of the most
widespread types of electronic blackmail, especially among girls, which is one of the most
common reasons for girls to commit suicide(15).

Second: Elements of electronic blackmail(20):

Electronic blackmail consists of three pillars:

1-The one who carries out the blackmail operation, which is what is called the blackmailer.
2-The person who is blackmailed and threatened is called the victim.

3-The tool or means by which pressure is placed on the victim, which is an electronic device
such as a computer, mobile phone, or other devices(18).

Third: Stages of electronic blackmail:

electronic blackmail goes through six successive stages that begin with a request, which
are(16): -

*Request: When the blackmailer asks the victim to do something for him.

*Resistance: When the victim shows concern about this request.

*Pressure: When the blackmailer tightens the pressure on the victim and confines him to a
certain angle.

*Threat: When the blackmailer begins by saying that the victim’s failure to do what he
wants will have dire consequences.

*Compliance: The victim surrenders and does what the blackmailer wants.

*Repetition: When this crazy cycle starts again.

Fourth:

Forms of electronic blackmail:

Blackmail has four forms, depending on who is doing the blackmailing and who is being
blackmailed, and they are as follows:

The first form: the blackmailer is a man and the victim is a woman, which is the most
common and most common(7).

The second form: The blackmailer is a man and the victim is a man(11).

The third form: The blackmailer is a woman and the victim is a man(8).

Fourth form: The blackmailer is a woman and the victim is a woman(19).

Fifth: Reasons for electronic blackmail(14):

1-Weak religious morals

2- The economic factor

3-Unemployment

4-The problem of free time

5-Bad companions

6- Misuse of technology

7-Mixing

8-Emotional emptiness

9-The psychological factor

10-Social work

11-Absence of conscience

Third section: The practical aspect

[Chi-square tests]

Some notes about chi-square:

It is a statistical hypothesis test in which the sampling distribution of the test statisticsis a
chi-square distribution. When the null hypothesis is true, or any convergent element is
true, it can be conducted according to the closest chi-square distribution, close to the
optimum to make the sample size large enough.

Test hypothesis

HO:- The data has a certain distribution
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H1:- The data has an unknown distribution.

(v=k-1-m) Test statistics have a chi-square distribution with degrees of freedom: x2.

Test statistics Number of parameters estimated from the sample.

Oi:- Duplicates of viewing values for status i

Ei:- Frequencies of expected values for the casei.

Below are some tables showing whether or not there is a moral relationship between some
questions

Which was asked in a questionnaire consisting of 15 questions to a sample of 100
individuals

Table No.1

Electronic blackmail targets females in Iraq * Electronic blackmailer pressure leads to the
victim’s suicide)

Crosstab
Count
i) N g L g Sl el baia
dgauzll
axd b Ll Total
Gl B G Giagian A ) 5aYI i 50 1 23 74
b 3 0 1 4
sl 7 0 15 22
Total 60 1 39| 100
Chi-Square Tests
Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 10.3142 4 .035
Likelihood Ratio 10.368 4 .035
Linear-by-Linear Association 8.800 1 .003
N of Valid Cases 100

a. 5cells (55.6%) have expected count less than 5. The minimum expected countis .04.

In Table No. (1):

is equal to (Asymp.sig.) (10.314a) and the value of(0.035) is equal to (chi-square value).

It is less than the level of significance (electronic blackmail targets females in Iraq *
electronic blackmailer pressure leads to the victim’s suicide)

Hypotheses

H1:

There is a significant relationship between (electronic blackmail targets females in Iraq *
electronic blackmailer pressure leads to the victim’s suicide)

HO:
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There is no significant relationship between (electronic blackmail targets females in Iraq *
electronic blackmailer pressure leads to the victim’s suicide)

Which states the following: (HO) Therefore, we reject the hypothesis
HO:

There is no significantrelationship between (electronic blackmail targets females in Iraq *
electronic blackmailer pressure leads to the victim’s suicide)

Table No. (2)
Electronic blackmail is one of the motives for suicide. *Suicide results from the pressure
exerted by the blackmailer on the victim)

Chi-Square Tests

Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 11.7172 2 .003
Likelihood Ratio 11.263 2 .004
Linear-by-Linear
11.494 1 .001
Association
N of Valid Cases 100

a. 2 cells (33.3%) have expected count less than 5. The minimum expected count is 1.32.

Crosstab
Count
Amad (ot Ly 55 (Y (5235 A1 080 e
Jaud
pxd Y [N Total
SN Slnally sl 423 .. 42 1 12 55
NN oy y 0 1 2 3
[EN] 26 0 16 42
Total 68 2 30 100

In Table No. (2):

is equal to (Asymp.sig.) (11.717 )and the value of a(0.003) is equal to (chi-square value

It is less than the level of morale (electronic blackmail is one of the motives for suicide *
Suicide results from the pressure exerted by the blackmailer on the victim)

Hypotheses
H1:

There is a significant relationship between (electronic blackmail is one of the motives for
suicide *Suicide results from the pressure exerted by the blackmailer on the victim)
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HO:
There is no significant relationship (electronic blackmail is one of the motives for suicide
*Suicide results from the pressure exerted by the blackmailer on the victim)

Which states the following: (HO) Therefore, we reject the hypothesis

HO:

There is no significant relationship between (electronic blackmail is one of
the motives for suicide *Suicide results from the pressure exerted by the
blackmailer on the victim)

Table No. (3)

Overconfidence in electronic friends leads to blackmail). * Weak family
control leads to blackmail, and thus the victim leads to suicide)

Crosstab
Count
Ggmaad Juss il 51 Y g5 1 00 Cinie
Jazl

ax Y Ll Total
g KN olaally sul3M B 42 1 12 55
ANl g3 y 0 1 2 3

B 26 0 16 42
Total 68 2 30 100
Chi-Square Tests
Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 21.900¢ 4 .000
Likelihood Ratio 13.492 4 .009
Linear-by-Linear Association 2.819 1 .093
N of Valid Cases
100

a. 5 cells (55.6%) have expected count less than 5. The minimum expected count is .06.

In Table No. (3):

Is equal to (Asymp.sig.) (21.900) and the value of a(0.000) is equal to (chi-square value)

, which is less than the level of significance (0.05). This indicates the existence of a moral
relationship between (overconfidence in electronic friends leads to blackmail * Weak
family control leads to blackmail and thus the victim leads to suicide )

Hypotheses

H1:

There is a significant relationship between (overconfidence in electronic friends leads to

blackmail * weak family control leads to blackmail and thus the victim leads to suicide)
HO:
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There is no significant relationship (excessive trust in electronic friends leads to blackmail
* Weak family control leads to blackmail and thus the victim leads to suicide)

Which states the following: (HO) Therefore, we reject the hypothesis

HO: There is no significant relationship (excessive trust in electronic friends leads to
blackmail* Weak family control leads to blackmail and thus the victim leads to suicide)

Table No. (4)
The blackmailer’s pressure electronically leads to the victim’s suicide) * Suicide results
from the pressure exerted by the blackmailer on the victim)

Crosstab
Count
Fiaall Gadsll dua ey 3l Jakaiall o 3 iV
Al e
pa Y Ll Total
1Y) Uiy S Sl Jaiics axd 52 2 6 60
Ladall jauil y 1 0 0 1
Gia) 20 2 17 39
Total 73 4 23 100
Chi-Square Tests
Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 16.2132 .003
Likelihood Ratio 16.359 .003
Linear-by-Linear
15.570 1 .000
Association
N of Valid Cases 100

a. 5 cells (55.6%) have expected count less than 5. The minimum expected countis .04.

In Table No. (4):

equals (Asymp.sig.) (16.213) and the value of a(0.003) equals (chi-square) value from the
level of significance (0.05).

This indicates the existence of a moral relationship between (the electronic blackmailer’s
pressure leads to the victim’s suicide. * Suicide results from the pressure exerted by the
blackmailer on victim)

Hypotheses

H1:

There is a significant relationship between (the blackmailer’s electronic pressure leads to
the victim’s suicide * Suicide results from the pressure exerted by the blackmailer on the
victim)

HO:
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There is no significant relationship (the blackmailer’s pressure electronically leads to the
victim’s suicide * Suicide results from the pressure exerted by the blackmailer on the
victim)

Which states the following: (HO) Therefore, we reject the hypothesis

HO:

There is no significant relationship (the blackmailer’s pressure electronically leads to the
victim’s suicide * Suicide results from the pressure exerted by the blackmailer on the
victim)

Table No. (5)

Ease of access to personal data is one of the reasons for blackmail) * Electronic blackmail
represents a widespread phenomenon in Iraq and the Arab world.

Crosstab
Count
é\)ﬂ\ & JL.ImYI :bu.u\} B‘)ALE M @}\)ﬂ}” ‘)\‘):\.I\}!\
Al Al g
axd Y LLal Total
Luaddl) bl ) Jgasl) Dsgar ani 64 1 7 72
IAN Gl aaf N 3 1 0 4
Llaal 17 2 5 24
Total 84 4 12 100
Chi-Square Tests
Value df Asymp. Sig. (2-sided)
Pearson Chi-Square 9.8542 4 .043
Likelihood Ratio 7.820 4 .098
Linear-by-Linear
o 3.349 1 .067
Association
N of Valid Cases 100

a. 6 cells (66.7%) have expected count less than 5. The minimum expected countis .16.
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In Table No. (5):

Equals (0.043) Asymp.sig. The value of (9.854a)is equal to the chi-square value, which is
less than the level of significance (0.05). This indicates the existence of a moral relationship
between (ease of access to personal data is one of the reasons for blackmail * Electronic
blackmail represents a widespread phenomenon in Iraq and the Arab world)

Hypotheses

HI1:

There is a moral relationship (ease of access to personal data is one of the reasons for
blackmail * Electronic blackmail represents a widespread phenomenon in Iraq and the
Arab world)

HO:

There is no moral relationship (ease of access to personal data is one of the reasons for
blackmail * Electronic blackmail represents a widespread phenomenon in Iraq and the
Arab world)

Which states the following: (HO) Therefore, we reject the hypothesis

HO:

There is no moral relationship (ease of access to personal data is one of the reasons for
blackmail * Electronic blackmail represents a widespread phenomenon in Iraq and the
Arab world)

4. Conclusion

In Table No. (1): There is a significant relationship between (electronic blackmail targets
females in Iraq * electronic blackmailer pressure leads to the victim’s suicide)

In Table No. (2): There is a significant relationship between (electronic blackmail is one of
the motives for suicide * Suicide is a result of the pressure exerted by the blackmailer on
the victim)

In Table No. (3): There is a significant relationship between (excessive trust in electronic
friends leads to blackmail * Weak family control leads to blackmail and thus the victim
leads to suicide)

In Table No. (4): There is a significant relationship between (the blackmailer’s pressure
electronically leads to the victim’s suicide * Suicide results from the pressure exerted by
the blackmailer on the victim)

In Table No. (5): There is a significant relationship (ease of access to personal data is one
of the reasons for blackmail * Electronic blackmail represents a widespread phenomenon
in Iraq and the Arab world)

Recommendations

1- Activating the role of supervision in the family.

2- Providing talk shows related to blackmail.

3-Do not send personal photos to unknown individuals on  social media, even for the
purpose of dating.

4-Working to provide continuous information about cybercrimes and quickly dealing
with them with complete transparency.

5-The need to issue legislation to combat cybercrime through digital media.

6-Make advertisements directed to increase awareness of social security.
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