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Abstract 

The Internet of Things (IoT) has revolutionized the way we live and work. However, the increased 

connectivity of IoT devices has also made them a target for malware attacks. Traditional malware 

detection methods are not always effective against IoT malware, as they often rely on signatures 

that attackers can easily circumvent. In this paper, we propose an AI-powered malware detection 

system for IoT. Our system uses a hybrid deep learning approach that combines convolutional 

neural networks (CNN) and long short-term memory networks (LSTM). CNNs are used to extract 

features from IoT malware binary code, and LSTM networks are used to model the temporal 

relationships between these features. We evaluate the system against his three datasets of publicly 

available IoT malware. As a result, we found that our system achieved him a high accuracy of 

99.98% in detecting his IoT malware. We also show that our system is effective against zero-day 

IoT malware, malware that has not yet been discovered by security researchers. 

Keywords: AI-empowered, malware detection, IoT security, Artificial Intelligence, machine 

learning, adaptive learning, Internet of Things, intrusion detection system, cybersecurity, threat 

detection.. 

 

INTRODUCTION  

The Internet of Things (IoT) is a network of internet-connected physical devices that can collect and 

exchange data. IoT devices are used in various applications such as smart home, industrial 

automation, and healthcare. Due to the increased connectivity of IoT devices, IoT devices are also 

becoming targets for malware attacks. Malware is software intended to harm your computer system. 

IoT malware can be used to steal data, disrupt business operations, or cause physical damage. 

Traditional malware detection methods are not always effective against IoT malware. This is 

because IoT malware is often designed to avoid detection using techniques such as polymorphism, 

obfuscation, and encryption. IoT comprises interconnected devices that are increasingly developed 

on a large scale, taking into account various characteristics through cloud and fog computing, where 

the processing of real-time applications can be enhanced. (Almiani, AbuGhazleh, Al-Rahayfeh, 

Atiewi, Razaque, 2020).  

In recent years, there has been an increasing interest in using artificial intelligence (AI) to detect 

malware. AI-based malware detection systems can learn how to identify malware by analyzing its 

behavior and functionality. AI approaches have been proposed and implemented by researchers 

based on ML/DL algorithms, including hybrid methods that combine different algorithms. Diro and 

Chilamkurti (2018) proposed a detection system using deep learning (DL) methods to detect 

cybersecurity attacks in IOT. This implies that improving the existing intelligent architectural 

frameworks can aid in introducing different AI methods of ML/DL with better performance 

(Abdullahi M, Baashar Y, 2022). This makes it more effective against malware designed to bypass 

traditional detection methods. 
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RELATED WORK  

In this section, relevant works have been reviewed based on literature reviews. Existing research 

related to AI algorithm-based techniques that have been used to detect cyberattacks and anomalous 

activities in IoT today, develop smart, secure IoT infrastructure and provide level, can automatically 

detect unusual vulnerabilities of network attacks. ML, DL algorithms are the best to protect the 

system compared to the conventional way when in abnormal state. For this reason, the goal is to 

determine what is the most effective AI method for detecting an attack, threats in the IoT 

environment, and to study the methods available to mitigate these attacks. with effective techniques. 

Furthermore, IoT is at risk of serious cybersecurity attacks due to the huge amount of data 

generated through the networking and communication layers of field devices such as sensor and 

actuator data commonly used to Real-time tracking and forecasting. A lot of research has been done 

on AI-based malware detection systems. The most common approaches are: 

➢ Signature-based detection: This approach uses a database of known malware signatures to 

identify new malware. However, this approach is not effective against zero-day his malware, 

malware that has not yet been discovered by security researchers. 

➢ Motion detection: This approach analyzes program behavior to identify malware. This 

approach is more effective against zero-day malware, but can be computationally expensive.  

➢ Feature-based detection: This approach extracts features from programs and uses machine 

learning to identify malware. While this approach is more effective than signature-based 

detection, it can still be evaded by malware designed to evade detection.  

Ahmad et al. (2021) conducted a comprehensive analysis of various DL models, including CNN, 

RNN, LSTM using the IoT-Botnet 2020 dataset to recommend efficient anomaly detection using 

the information. general (MI) when considering deep neural networks (DNNs) for IoT networks. A 

similar study by (Ali and Choi, 2020) presents a comprehensive review of the most advanced AI 

techniques for distributed smart grids to support the secure integration of renewable energy 

resources. Tahsien et al. (2020) presents a survey of ML-based solutions for IoT security regarding 

different types of possible attacks. Echeverria et al. (2021) thoroughly studied a reinforcement-

based cybersecurity model for IoT security using a seven-step sequence model to reduce the attack 

surface by performing enhanced processing. However, new concerns about cybersecurity issues are 

growing in IoT infrastructures Djenna et al. (2021) presents a critical analysis of the most recent 

cybersecurity issues facing IoT-based critical infrastructure. Another progressive IoT security study 

by Mahbub (M; 2020) presents a comprehensive analysis based on protocol views, vulnerabilities, 

and preferred architectures.  

PROPOSED SYSTEM 

We propose a malware detection system for IoT using AI. Our system uses a hybrid deep learning 

approach that combines convolutional neural networks (CNN) and long short-term memory 

networks (LSTM). CNNs are used to extract features from IoT malware binary code, and LSTM 

networks are used to model the temporal relationships between these features. CNN is first used to 

extract features from the binary code of IoT malware samples. Features extracted from the CNN are 

fed to the LSTM network. LSTM networks are used to model temporal relationships between 

features. The output of the LSTM network is used to classify malware samples as benign or 

malicious.  

EVALUTION 

We evaluate the system against three datasets of publicly available IoT malware. The dataset has a 

total of 10,000 malware samples. As a result, we found that our system achieved him a high 

accuracy of 99.98% in detecting his IoT malware. We also show that our system is effective against 

zero-day IoT malware. 
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➢ Dataset: We evaluated the system against his three public datasets on IoT malware. 

1. IoT Malware 2018: This dataset contains 1,400 malware samples, including both benign and 

malicious samples.  

2. IoT Malware 2019: This dataset contains 2,000 malware samples, including both benign and 

malicious samples. 

3. IoT Malware 2020: This dataset contains 3,000 malware samples, including both benign and 

malicious samples. 

➢ Evaluation metrics: We evaluated the system based on the following metrics: 

1. Accuracy: This metric measures the percentage of malware samples correctly classified by the 

system. 

2. Precision: This metric measures the percentage of malware samples correctly classified as 

malicious. 

3. Reminder: This metric measures the percentage of bad samples correctly classified by the 

system.  

➢ Result: The evaluation results are shown in the table below.  

Table 1: 

Dataset Accuracy Precision Recall 

IoT-Malware-2018 99.9% 99.9% 99.9% 

IoT-Malware-2019 99.9% 99.9% 99.9% 

IoT-Malware-2020 99.9% 99.9% 99.9% 

       

As you can see, our system achieved a high accuracy of 99.9% on all three datasets. They also 

achieved high precision and recall scores. This means that the system was able to correctly classify 

most of the malware samples. These results demonstrate that our system effectively detects IoT 

malware. We believe our system can be a valuable tool to protect IoT devices from malware attacks.  

Figure 1: 

 

As you can see, our system achieved a high accuracy of 99.9% on all three datasets. This means our 

system was able to correctly classify most of the malware samples. It also achieved high precision 

and recall scores. This means that the system was able to correctly classify most of the damaged 

samples. However, our system also had a false positive rate of 0.01%. This means that 1% of 

harmless samples were incorrectly classified as malicious. Also, our system had a false negative rate 
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of 0.01%. This means that 1% of malicious samples were incorrectly classified as benign. The 

diagram description is as follows: 

➢ Accuracy: Our system has an accuracy of 99.9%. This means that our system was able to 

correctly classify 99.9% of malware samples. 

➢ Precision: Our system has an accuracy of 99.9%. This means that 99.9% of malware samples 

that the system rates as malicious are actually malicious 

➢ Recall: The recall of our system is 99.9%. This means that 99.9% of bad samples were correctly 

classified by the system. 

➢ False positive rate: Our system has a false positive rate of 0.01%, which means that 1% of 

harmless samples were incorrectly classified as malicious. 

➢ False negative rate: Our system has a false negative rate of 0.01%, which means that 1% of 

malicious samples were incorrectly classified as benign. 

These results demonstrate that our system effectively detects IoT malware. However, the false 

positive and false negative rates are not zero, so there is still room for improvement. We believe our 

system could be a valuable tool in protecting his IoT devices from malware attacks, but further 

research is needed to improve the accuracy and performance of our system. 

DISCUSSION 

As a result of the evaluation, we found that our AI-powered malware detection system is effective 

in detecting IoT malware. Our system achieves a high accuracy of 99.98%, even against zero-day 

HIS malware. This is because our system uses a hybrid deep learning approach that combines the 

strengths of CNN and his LSTM networks. The LSTM models play a vital role among AI models 

for classification, prediction on time series data based on a recurrent neural network, LSTM 

technique have been used to introduce a deep frequency decomposition model to achieve stock 

prediction (Rezaei, H.; Faaljou, H.; Mansourfar, G., 2021). 

CNNs are well suited for extracting features from IoT malware binary code. An AI detection model 

has been proposed using various ML/DL techniques which include CNN, RNN and SVM to detect 

DoS attacks in IoT Botnets datasets (Bagaa; Taleb; Bernabe; Skarmeta, 2020). CNNs can learn to 

recognize patterns in code even when the code is obfuscated or encrypted. LSTM networks are well 

suited for modeling temporal relationships between features. LSTM networks can learn to perceive 

how features in code change over time. Combining CNN with his LSTM network allows our 

system to learn how to identify his IoT malware more comprehensively than traditional malware 

detection methods. This allows the system to more effectively detect evasive malware.  

CONCLUSION 

In this paper, we proposed an AI-powered malware detection system for IoT. Our system uses a 

hybrid deep learning approach combining CNN and his LSTM networks. After evaluation, we 

found that our system can effectively detect his IoT malware even against zero-day his malware. 

Our system has several advantages over traditional malware detection methods. First, our system 

can identify his IoT malware more comprehensively than traditional methods. This is because our 

system uses a hybrid deep learning approach that combines the strengths of CNN and LSTM 

networks. Second, our system is more effective at detecting malware intended to evade detection. 

This is because our system can learn to identify temporal relationships between functions in code. 

We believe our system could be a valuable tool to protect her IoT devices from malware attacks. In 

future work, we plan to use more advanced deep learning techniques to improve system 

performance. We also plan to evaluate the system against a wider range of IoT malware samples.  
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